AGREEMENT No. BK - _______________

On mutual actions and obligations of participants of the system of telecom financial settlements Bank-Client

Moscow







“___”___________ 200____


The development bank of closed administrative-territorial entities (a closed joint-stock company), ZATO-bank CJSC, named hereinafter Bank, in the person of Deputy Chairman of the Board Mr. Vakhantsev V.I., acting on the basis of Power of Attorney No. 40 dated 08.06.2007, on the one hand, and _______________________________________________________, named hereinafter Client, in the person of ______________________________________, acting on the basis of ____________________________________________, on the other hand, jointly named the parties, concluded the Agreement as follows:

1. SUBJECT OF THE AGREEMENT

1.1. The subject of the Agreement is establishment between the Bank and the Client of the order of keeping the Client’s banking account (accounts) with application of Electronic Documents, signed by an Electronic Digital Signature and the exchange by electronic official information documents, as well as establishment of the Parties’ rights and obligations for the work in Bank-Client system. 

2. TERMS, USED IN THE AGREEMENT

2.1. BANK-CLIENT system (the System) – a complex of software-hardware facilities, aimed at automation of electronic documents’ circulation between the Bank and the remote Client.

2.2. Electronic Document (ED) – a document, provided in electronic form (a document-file) and signed by an Electronic Digital Signature (EDS) of the Client, being of equal legal force with payment or other documents on paper mediums, signed by authorized persons with their own hand in accordance with the cards of specimen signatures and authenticated of seals imprints. An electronic document can be a payment document (in this case it is a basis for making operations on Client’s accounts, opened in the Bank), or an official information document. 

2.3. Electronic Documents Circulation – creation, transfer, processing and storage of document-files in the System.

2.4. Electronic-Digital Signature (EDS) – a special unique code, added at the end of the document-file, which is a protection device from unauthorized access to information. EDS provides for the possibility to control the ED integrity, and allows identifying the document of the client, who appended his signature. EDS is an analogue to the seal and the Client’s own manual signature upon papermaking. 

2.5. Client’s Open Key – a totality of symbols, open for publication, used for identification of client’s EDS, which shall be fixed in the open key registration card, executed in two copies on paper and which is an integral part of the Agreement, certified by the Client’s and the Bank’s signatures and seals. 

2.6. Automated Worksite (AWS) of ED exchange – a complex of software and hardware facilities, used by the parties to operate the System. 

2.7. Installation Package – a CD with software of the Bank-Client system, a diskette (3,5’’) with a set of software of EDS generation and cryptographic protection. 

3. UNDERSTANDING OF THE PARTIES

3.1. The Parties acknowledge the originality of the information and EDS encoding program, used upon formalization and transfer of documents between the Bank and the Client.

3.2. The Parties shall recognize the EDS, used in the system upon transmission of ED from the Client to the Bank, sufficient for safety provision, confidentiality and identification of messages. 

3.3. The Parties shall recognize that falsification of the Client’s EDS, i.e. creation of correct ED EDS on behalf of the Client, shall be impossible without knowledge of the Client’s Key. 

3.4. The Parties shall recognize that Electronic documents with the Client’s EDS, created in the Bank System, shall be a conclusive (evidential) material for solution of disputable issues in compliance with Annex to agreement No. 4 “On the order of carrying out technical examination (appraisal) upon rise of disputable situations” of the present Agreement. 

3.5. The Client shall recognize that obtaining by the Bank of documents, certified by the Client’s EDS, giving a positive result upon verification, shall be judicially equivalent to obtaining documents on paper mediums, certified by signatures of persons and the seal imprints of the Client, in accordance with the Client’s specimen signature cards. The Client shall give the right to the Bank to use documents, certified by the Client’s EDS, along with certified documents on paper mediums. 

3.6. The Bank shall recognize that obtaining by the Client of documents, certified by the Bank’s EDS, giving a positive result upon verification, shall be judicially equivalent to obtaining documents on paper mediums, certified by signatures of persons and the seal imprints of the Bank, in accordance with the Bank’s specimen signature cards. The Bank shall give the right to the Client to use documents, certified by the Bank’s EDS, along with certified documents on paper mediums. 

3.7.The Parties shall recognize Moscow zone time as a unified scale for the work with the System. The control time shall be the time of the reference clock of the Bank’s hardware. 

4. RIGHTS AND OBLIGATIONS OF THE BANK

4.1. The Bank shall be obliged:

4.1.1. To carry out the Client’s registration in the System and provide the Client with a “mailbox” in the telecom network, used by the Bank, for realization of electronic documents circulation.

4.1.2. To manufacture and to hand over to the Client (or his authorized person) an installation package of the Bank-Client System, and passwords, required for work.

4.1.3. To provide the Client with consultations on installation and operation of the System, as well as additional services in accordance with the Bank’s tariffs. 

4.1.4. To carry out reception, processing and execution of the Client’s ED, transmitted via Bank-Client system, in compliance with the approved order of work of the Bank’s operating day. 

4.1.5. To provide for the System maintenance, including upgrade of its versions, during the period of validity of the Agreement. 

4.1.6. To carry out upgrade of the Client’s EDS after his written application, certified by the Client’s signature and seal. 

4.1.7. To provide the Client with the duly legalized payment documents for each made operations as well as on his account statements, via the Bank’s operators or the Client’s safe-deposit box. 

4.1.8. To immediately suspend operations on the Client’s account with the use of the System in case of control loss over the cryptographic protection system and the Client’s EDS, as well as upon receipt from the Client of the notification about discrediting (loss, theft or copying) or suspicion for EDS discrediting.

4.2. The Bank shall have the right:

4.2.1. To refuse the Client in carrying out expense operation upon lack of funds for this on the Client’s account, if the Client has unfulfilled obligations on other payment orders. 

4.2.2. To introduce, cancel or change unilaterally the tariffs, determining the cost of provided services in the System.

4.2.3. To refuse in ED execution and demand from the Client providing of documents on a paper medium, executed in accordance with the requirements of the current legislation and CB RF regulatory documents, if witnessing of the rights to dispose of the Account is recognized doubtful. 

4.2.4. To independently determine the Client’s payment route. 

4.2.5. To disconnect the Client from the System if the Client fails to fulfill the terms of the Agreement. 

5. RIGHTS AND OBLIGATIONS OF THE CLIENT

5.1. The Client shall be obliged: 

5.1.1. To equip at his own expense with ARM technical devices of the Bank-Client system, in compliance with Annex No.2 to the Agreement or on recommendation of the bank’s specialists, and provide for technical maintenance and upgrade at own expense. 

5.1.2. To maintain computers, on which subsystem Client is installed, in the protected, guarded office premises, the access to which is allowed only to those Client’s employees, which directly work with the System. 

5.1.3. To provide for the safety and confidentiality of the substance of the Agreement, its Annexes, as well as the password for entering the System and the Key (Keys).

5.1.4. Upon each Client’s Key generation to make a printout of the Open key, to certify the printout in accordance with the Annex No.3 to the Agreement and to hand it over to the Bank’s Authorized representative. 

5.1.5. To exclude cases of copying the Software of the System and the Key (Keys).

5.1.6. Without the Bank’s consent to not enter independently (or with the help of the third persons) changes in the technical and software support of the System.

5.1.7. Do not allow appearance in computers, on which the System is installed, computer viruses and programs, aimed at its destruction.

5.1.8. To provide in written form information, requested by the Bank, upon resolution of disagreements, which might arise in connection with the use of the System.

5.1.9. To immediately notify the Bank of changes in its name, location, banking details, numbers and names of lines and means of communication, as well as cards with specimens of signatures by means of sending notarized documents, in which the changes have been made (or their copies).

5.1.10. To make payments from his Account within the limits of the Account balance, if it is not stipulated otherwise by an additional agreement of the Parties. 

5.1.11. To carry out the verification of statements, obtained with the usage of the System, and the statements on paper, obtained from the Bank. In case of discrepancy of the statements, to notify the bank of it in written form no later, than on the date, following the date of receiving the statement. 

5.1.12. Upon entering in on the Client’s Account of the erroneous amount, to notify the Bank of it no later, than on the date, following the date of receiving the statements. 

5.1.13. To confirm the balance on all accounts, opened in the Bank, as of January 1 of each calendar year.

5.1.14. No less, than once a month to carry out communication with the Bank via the System for receiving mail.

5.1.15. To pay for the Bank’s services under the Agreement in accordance with the Bank’s tariffs. 

5.2. The Client shall have the right:

5.2.1. To demand from the Bank provision of ED copies, reproduced on paper, in case of origin of disputable situations.

5.2.2. To stop the effect of its Key, and to demand from the bank to block the access to the System, with subsequent replacement of the Key. 

5.2.3. To revoke its ED’s, received by the Bank via the System, during the current operational day, in accordance with the established order of servicing clients in the Bank-Client System. The revocation of payment documents, sent to MCI (Interregional Computer Center) or the system of interbank correspondent settlements shall not be allowed. 

5.2.4. To stop the effect of the current Agreement upon written application for the period of no more, than 6 (six) months.

5.2.5. To refuse from the work in the System, by presenting an appropriate application to the Bank. 

6. JOINT OBLIGATIONS AND RESPONSIBILITY OF THE PARTIES

6.1. In compliance with the Agreement the Parties shall be obliged:

6.1.1. In case of rise of a conflict situation upon using the System, the parties shall be obliged to participate in consideration of conflicts in accordance with Annex No. 4 of the Agreement, to fulfill the requirements of the mentioned Annex and bear responsibility in accordance with consideration of a conflict situation. 

6.1.2. Upon resolving of economic and other disputes, which might arise in view of the usage of the System, to provide in written form its assessments, proof and conclusions upon request of the concerned party, participating in the present Agreement. 

6.1.3. To inform the opposite party of cases of unauthorized access to the System (discrediting of keys) no later, than the following banking day since the moment of revealing. 

6.1.4. To keep the archive of file-documents and EDS no less, than 3 years. 

6.2. In compliance with the Agreement the Client shall be obliged completely assume the responsibility:

6.2.1. For correctness and authenticity of filling out ED, transmitted by it and received by the Bank. 

6.2.2. For correctness of conveying electronic messages in case of computer, mechanical or electric fail or circumstances, which are outside the bank’s area of responsibility. 

6.2.3. For observation of a confidential access mode to EDS software. 

6.3. The Bank shall completely assume the responsibility:

6.3.1. For correctness of filling out and execution of ED, certified by the Bank’s EDS.

6.3.2. For timely execution of ED in compliance with the current legislation.

6.4. The shall bear no responsibility:

6.4.1. For execution of ED, certified by the Client’s EDS, formed by lost, stolen or copied from the Client software and keys, if the Client has not notified the bank about their discrediting, before the moment of carrying out the operation. 

6.4.2. For the origin of contingencies at the Client’s hardware, in case of usage of non-licensed software by him. 

6.4.3. For partial or full loss of operating ability of the Client’s System, which arose through the fault of the Client (because of re-installation or replacement of the Operational System (OS), the change of the equipment configuration, the settings of software-hardware ARM facilities, installation of other applied software, changing the settings of the System). 

6.5. The Parties shall be exempted from responsibility for non-execution or inadequate execution of the obligations, assumed under the Agreement, in case of arising irresistible force circumstances, to which the following ones are referred: natural disasters, fires, emergencies, electricity disconnections, damage of communication lines, mass disorders, strikes, military operations, unlawful actions of the third persons, effectiveness of legislative acts, acts of federal or local government bodies and compulsory for execution by one of the Parties, directly or indirectly banning kinds of activity, indicated in the agreement, or impeding with the fulfillment by the Parties of their obligations under the Agreement. 

7. ORDER OF SERVICING THE CLIENT IN THE SYSTEM

7.1. The bank carries out reception of ED, transmitted via the System. In case of impossibility to transmit the documents to the Bank with the use of the System, the documents can be received from the Client on a paper medium, executed in accordance with requirements of the current legislation and regulatory documents of the RF CB. 

7.2. Keeping of the Account shall be carried out in accordance with the Bank’s schedule. Information about the Bank’s schedule shall be of general access and shall be conveyed to the Client through an information message on the public bulletin board in the Bank’s premises.

7.3. The entering in an account of money, received to the Client’s Account, shall be made no later, than the day, following the date of receiving by the bank of the corresponding ED.

7.4. The transfer by instructions of the Client’s of money from the account shall be made no later, than the day, following the date of receiving by the bank of the corresponding ED.

7.5. Upon receiving the electronic document the Bank shall make the verification of the correctness of the Client’s EDS with the help of the Open Key, the verification of the correctness of filling out the document’s details in compliance with the current legislation, banking rules, and the present Agreement. The Bank shall not accept for execution electronic documents, which have not passed the control.

7.6. Within the limits of the workday following the date of making an operation, the Bank shall provide the Client with the confirmation on carried out operations on the Account via the System. 

7.7. The attesting of the copy of an ED shall be carried out by the Bank after providing of a copy of the payment document, reproduced by the Client on paper medium with preservation of all details of a payment document. 

7.7. Revocation of ED, received via the System, shall be carried out on the basis of the Client’s application, provided to the Bank (in the form of an ED or a document on a paper medium). The application shall be drawn up in arbitrary from with indication of details, required realization of the revocation, including the number, the date of drawing up, the ED amount, and the funds recipient. The application of a paper medium shall be signed by officials, who have the right to dispose of the Account appending the Client’s seal. The application, transmitted to the Bank via the System, shall be certified by the Client’s EDS. 

8. ORDER OF SETTLEMENTS UNDER THE AGREEMENT

8.1. The services, rendered by the Bank to the Client under the Agreement, shall be paid by the Client in accordance with the Bank’s Tariffs, effective at the date of rendering the service.

8.2. Payment of the Bank’s services under the Agreement shall be made by means of write-off of money from the Client’s settlement account as debit without further authorization . Payment (the license fee) for the service of electronic payments via the System shall be made on a monthly basis before the 01st of the month, following the settling month. 

8.3. The amount of payment, levied by the bank for acquisition of the System by the Client and for monthly maintenance shall not depend on the quantity of serviced Client’s accounts via the System. 

8.4. Notification of the Client about changing of the tariffs for the services of the bank on the System maintenance shall be carried out by means of placing a corresponding announcement in the Bank’s floor no less, than in 5 (five) days prior to the date of the introduction. 

9. ORDER OF INSTALLATION AND OPERATION OF THE SYSTEM

9.1. After the Client pays for the rights to utilize the System the Bank within 3 (three) workdays shall prepare an installation package and register the Client in the banking information system.

9.2. In case of necessity the Client shall handle an application for installation and maintenance of the Bank-Client System (the format of the application is enclosed). At that the Bank’s specialists shall carry out the installation and adjustment of the System in accordance with the tariffs. 

Otherwise the Client shall independently within 3 (three) workdays install and adjust the System, carry out the generation of the open and the closed keys and pass on his open key to the System administrator in the Bank. The order of keys formation is described in Annex No. 1 to the Agreement. 

9.3. After signing of the Acceptance and delivery report (Annex No. 5 to the Agreement), the Client shall carry out test (check-up) communication session via the System with transmission of the test document and receiving of account statements. After the test communication session the Client shall send via the System the confirmation about his readiness to work in it (in arbitrary form). 

9.4. Upon origin of malfunctions with the installation or operation of the software the Client shall notify the Bank of it, and after that the bank jointly with the Client shall clarify and eliminate the malfunctions.

9.5. In case of the refusal to work in the System or its suspension, the Client shall submit to the Bank a corresponding application in arbitrary form. The bank no later, than the following banking day since the date of receiving the application shall close the access to the Client’s mailbox and:


- in case of refusal from the work – shall disconnect the Client from the System. The resumption of the work in this case shall be carried out in accordance with the general established procedure, described in this chapter, in accordance with the Bank’s tariffs, effective at this moment. 


- in case of suspension of the operation – the access to the Client’s mailbox shall be opened at a written application of the Client, but no later, than the date, mentioned in p. 5.2.4. 

10. PERIOD OF VALIDITY OF THE AGREEMENT AND CONDITIONS OF ITS CANCELLATION

10.1. The present Agreement shall take effect since the moment of its signing by both parties and shall be valid indefinitely. 

10.2. The Agreement can be canceled:

10.2.1. on agreement of the parties.

10.2.2. in case of non-execution of the terms of the Agreement on the payment for services, mentioned in Section 8 (the absence of money on the Client’s accounts), within 2 (two) months.

10.2.3. in case the Client does not provide a written application for recommencement of the work in the System within the period, indicated in p. 5.2.4. 

10.2.4. unilaterally with notification of the opposite party no less, than 15 calendar days prior to the supposed date of the cancellation. 

11. FINAL PROVISIONS

11. 1. The present Agreement shall be an integral part of the bank account agreement, concluded by and between the Parties. 

11.2. The disputes under the Agreement shall be resolved by means of negotiations taking into account mutual interests in compliance with Annex No. 4 to the Agreement, and if the agreement is not reached – it shall be solved judicially. 

11.3. All Annexes, changes and amendments to the Agreement shall be executed in written form, and signed by authorized representatives of the parties being its integral part. 

11.4. The name of articles of the Agreement are provided exclusively for convenience and shall not influence on the interpretation of the conditions of the Agreement. Upon their interpretation and application the provisions of the Agreement shall be interconnected, and each provision must be considered in the context of all other provisions. 

11.5. The Agreement has been executed in two copies by one for each party with both copies having equal legal force.

LEGAL ADDRESSES AND BANKING DETAILS OF THE PARTIES

THE BANK:






THE CLIENT:

ZATO-bank CJSC,

28, bldg.1, Trubetskaya Street, 

Moscow, 119048
Tel./fax: (495) 981-05-98

Corr./acc. 30101810600000000746

In the 5th department of Moscow GTU bank of Russia,

BIC 044552746, TIN 5006008573

Deputy Chairman of the Board




Vakhantsev V.I.

(full name)

SEAL






SEAL

Annex No. 1

to Agreement No. BK - ____________

                          

  dated _____________

Order

 of Formation, Handing over and Storage of Keys

The following abbreviations are accepted for the purposes of convenience:

Data Protection System – DPS (SZI);

1. The Bank shall hand over to the Client an individual diskette for generation of an open and a closed DPS keys.

2. The Client on his personal computer (PC) shall form an open and a closed DPS keys, and registers them on its workplace of the System.

3. The Client shall copy his open DPS key to a blank (transportation) diskette. 

4. The Client shall hand over to the System Administrator a diskette with an open DPS key.

5. The System Administrator shall check up, and then register an open DPS key fo the Client in the Bank entering a registration record in the log.

6. The Client and the Bank shall sign an Acceptance and Delivery report. 

7. For safety purposes the Client shall keep his keys only on floppy magnetic disks (3.5 inches).

The Bank







The Client

Annex No. 2

to Agreement No. BK - __________

dated _______

TECHNICAL REQUIREMENTS

To the installation and operation of Bank-Client software complex

1. The following computer configuration is required for operation in the Bank-Client software complex: 

· Computer IBM PC AT/XT or compatible with it;

· Processor 386 and higher;

· The processor’s clock speed no less, than 33 MHz;

· Minimal size of working memory 8 Mb;

· Minimal size of lower memory 580 Kb;

· A colored display with VGA, SVGA adapter;

· NMD (disc unit) Winchester with IDE, SCSI interface volume of free memory, for installation and operation, no less, than 100 Mb;

· NGMD 3.5’’ (disk A) – for storage of encoding keys and signatures;

· A device for reading CD’s (required at the moment of the System installation);

· A standard 101/102 keyboard (Russian-Latin);

· Any HAYES-compatible modem (recommended models ZYXEL, Robotics);

· A printer, supporting russification for DOS-applications.**

2. This version of Client subsystem is intended for the work in russified operational systems MS DOS 5.0 and higher, MS Windows 9x, ME*, 2000, XP*, 2003.

3. It is not recommended to connect the Client’s ARM computer with the installed System to the computer network – to rule out unauthorized access to the System software and discrediting of the keys.

* 
the bank does not recommend to use OS Windows ME, Windows XP Home Edition and shall bear no responsibility for the functioning of the System on these OS in accordance with the documentation.

** 
in case the printer does not support russification for DOS-applications, printing might differ from the one given in the Documentation.

The Bank 






The Client

Annex No. 3

to Agreement No. BK - _______________

dated _________

AN EXAMPLE

Of a registration card for a subscriber’s open key


 This form shall be elaborated at the moment of installation of the bank-Client System to the automated Client’s workplace upon generation of keys, and after it shall be printed, filled out and submitted to the Bank together with an electronic copy.

1. Name of organization _____________________________________________

2. Legal address ___________________________________________________

3. Postal address ___________________________________________________

4. Name of the registration document, who, and when issued it ______________________________________________________________

5. Tel. __________________________________ 6. Fax ___________________

6. E-Mail _________________________________ 8. Telex __________________

9. Notes: ___________________________________________________________

10. Data about a subscriber:

     Surname, name, patronymic ___________________________________________

     Position __________________________________________________________

     Identity card: ___________ ser. _____________ No. _______________________

     Issued by “____” _________ ______ ____________________________________



Personal Signature  _________________________________

00.00.0000   00:00

name of the firm

Identifier: XXXXXXXX

Open key:

XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX

I conform the authenticity of the given data

Principal of the organization 






______________ ( ______________ )








“___” _____________ 200__

Imprint of the seal

The Bank 








The Client

Annex No. 4

to Agreement No. BK - ____________________

dated _____________

PROVISIONS

on the order of carrying out technical appraisal

upon origin of disputable situations

1. A commission of experts, including a Bank Administrator and responsible subscribers of the Parties, shall be created for consideration of conflict situations on a written application of the Parties.

2. The commission of experts shall carry out its work on the territory of the Bank with the use of software and key diskettes of the Parties participating in the conflict. 

3. The commission shall consider the circumstances of the case based on electronic archives and other documents, available at the Parties, as well as by analyzing the status of the System software.

4. The commission shall carry out the correctness of an electronic signature under a disputable ED, and makes a decision about authenticity of ED. The dispute shall be decided in favor of the claiming party, if it provided, opened ED in the form of a file, it is actual, the document has been decoded, the electronic signature under the document is true, and all the conditions of the Agreement have been observed. Otherwise the dispute shall be decided in favor of the opposite Party. 

5. The commission of experts shall formalize its decision in the form of a Report, which is to be executed on paper and signed by members of the Commission. 

6. The commission’s report shall be final and not subject to revision. The actions, resulting from it, shall be compulsory for participants of a conflict situation.

7. The commission’s report shall be the basis for bringing claims to persons, guilty of rising of the conflict.

8. The report of the commission can be a proof upon further investigation of the conflict in the court of arbitration. 

9. If the agreement is not reached, the disputes shall be resolved in accordance with the procedure, stipulated by the current legislation.

The Bank 







The Client

  



              Annex No. 5

to Agreement No. BK -__________

Dated ________________

ACCEPTANCE AND DELIVERY REPORT

Of the installation package

Moscow







“___”__________ 200____

1. The Bank handed over, and the Client received the Installation package incompliance with the Agreement.

2. The Client handed over, and the Bank received on a diskette or via E-mail the Client’s Open key of the cryptographic protection system, checked up and registered it in the System.

3. The Parties shall recognize that at the moment of signing the present report the Client’s and the bank’s electronic signatures in the System shall take effect.

4. The present Report has been executed in two copies, being of equal legal effect, by one copy for each of the parties.

5. The present report is an integral part of the Agreement. 

SIGNATURES OF RESPONSIBLE PERSONS:

The Bank







The Client

APPLICATION

For the installation and maintenance of Bank-Client System

Dated “___”______ 200___

Name of organization _______________________________________________________

Contact telephone No. ______________________________________________________

Full name of a person in charge ______________________________________________

1. A visit to the Client:


___ within the bounds of Moscow city;


___ within the bounds of Moscow Oblast;


___ in other regions ___________________________________________






(write the address)




________________________________________________

with the purpose of:


___ initial installations.


___ subsequent maintenance.

2. Other services:


___ making the system compatible with the Client’s accounting software;


___ replacement of the signature keys 


___ additional services, associated with installation and adjustment


   of the workplace ________________________________________




       ________________________________________




       ________________________________________

The payment for services in accordance with the Bank’s tariffs at the date of payment.

_________________ / ______________________ /

SEAL



/full name/

Bank _______
                                                                                Client __________  page


